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Agenda Item 2.1.1

CWM TAF MORGANNWG UNIVERSITY HEALTH BOARD

UNCONFIRMED MINUTES OF THE MEETING OF THE 
DIGITAL & DATA COMMITTEE

HELD ON 13 MARCH 2023
 VIRTUALLY VIA TEAMS 
PRESENT:

	Ian Wells
	Independent Member (Committee Chair)

	Dilys Jouvenat
Lynda Thomas  
	Independent Member
Independent Member


IN ATTENDANCE:

	Stuart Morris  

Andrew Nelson

Karen Winder

Dom Hurford 

Paul Chilcott 

Rob Bleasdale 

Matthew Swarfield 

Cally Hamblyn

Nerys Lloyd 

Robert Foley 

Keiron O’Shea

Chris Evans 

Jeremy Bullock 

Kathrine Davies 


	Director of Digital / Senior Information Risk Owner

Chief Information Officer 

Assistant Director of Informatics

Executive Medical Director (in-part)

Chief Clinical Information Officer 

Chief Clinical Information Officer 

Head of Clinical Administration Transformation

Assistant Director of Governance & Risk 

ICT Business Change Manager (in-part)

Head of Operational Flow (in-part)

Advanced Information Analyst (in-part)

Software Development Officer (in-part)

Chief Software Development (in-part)

Corporate Governance Manager (Secretariat)




03/23/01
1.1  
WELCOME & INTRODUCTIONS 

  I Wells welcomed everyone to the meeting including, the following colleagues in attendance for the Digital Whiteboards presentation at agenda item 3.2. 

· Nerys Lloyd – ICT Business Change Manager 

· Robert Foley – Head of Operational Flow 

· Keiron O’Shea – Advanced Information Analyst

· Chris Evans – Software Development Officer

· Jeremy Bullock – Chief Software Development

  03/23/02
1.2
APOLOGIES FOR ABSENCE

Apologies were RECEIVED from Dom Hurford, Medical Director.
03/23/03
1.3
DECLARATIONS OF INTERESTS
No declarations of interest were received.
03/23/04     
2.0 
CONSENT AGENDA
No questions were received prior to the meeting in relation to the consent agenda.
    03/23/05      
2.1 ITEMS FOR APPROVAL




  03/23/06      
2.1.1
 Minutes of the meeting held on 19 December 2022 
The above minutes were CONFIRMED as an accurate record.
03/23/07      
2.1.2 Minutes of the In-Committee meeting held on 19 2022
The above minutes were CONFIRMED as an accurate record.
It was noted that ‘In Committee’ Minutes were published in an ‘open’ meeting as part of the Health Board’s commitment to openness and transparency in the conduct of business.
03/23/08     
2.1.3 Committee Annual Cycle of Business 2023-24 
The Cycle of Business was APPROVED.  
2.2
 ITEMS FOR NOTING 

03/23/09     
2.2.1 All Wales Independent Member Digital Network Highlight Report 


The report was NOTED. 

03/23/10
Action Log



The Action Log was NOTED.

03/23/11     
3. MAIN AGENDA
03/23/12
3.1 
Matters Arising Otherwise Not Contained within the Action Log  


There were none to report. 

03/23/13
3.2 Digital Whiteboards 
K. Winder introduced N. Lloyd, R. Foley, K. O’Shea, C. Evans and J. Bullock from the Informatics Team who provided a demonstration of the Digital Whiteboards to the Committee. 
I Wells thanked the team for the presentation and commented that he was astounded on how much improvement had been made from earlier versions and recognising the time which would be saved once fully implemented.  He suggested a further update later in the year in on how this was being developed and rolled out across the hospitals sites.
D. Jouvenat congratuled the team and queried accessibiliity. In response,  K. Winder confirmed that the system was accessible to certified account users. 

D. Jouvenat queried whether the system linked to patient records.  K. Winder advised that although this was not available currently, the Health Board was working with Digital Health Care Wales so the form could be incorporated into the Welsh Clinical Portal (WCP).
I Wells queried whether clinicians are  able to see the comments on the form when accessing via the WCP.  K. Winder advised that this was the next developpment activity being undertaken. 

L. Thomas commended this exciting development and sought clarity on the training being provided to ensure effective use of the system and data available. K. Winder advised that R. Foley’s team undertake the training at the moment and N. Lloyd was currently rolling it out to ward areas. It was noted that there was no dedicated training resource. 
L. Thomas expressed concerns that training provision was not currently being funded. In response, S. Morris advised that as outlined in multiple papers on the agenda there were significant challenges facing the team in terms of funding prioritisation and highlighted that training has been identified as an area of high priority. It was noted that this will be further considered in the Digital Risk Register and the Integrated Medium Term Plan (IMTP) reports later on the agenda.
S. Morris thanked K. Winder and the team for the work on this and commented that it was testamount to what could be achieved in such a short space of time in an evolving climate.  He added that they had a very small software development function within the Health Board which would benefit from futher investment so that it coud deliver more programmes of work such as the Digital Whiteboards. 
I Wells commented that this was a very good news story and should be escalated to the Board within the Committee Highlight Report as well as presentation a at a future Board Development Session. S. Morris agree to address this action. 
Resolution:
The Committee NOTED the demonstration.  

Action: 
To escalate the initiative to the Board via the Highlight Report/Development Session. 

03/23/14     
4.INTEGRATED GOVERNANCE

03/23/15
4.1 Organisational Risk Register

C. Hamblyn presented the Organisational Risk Register that had been agreed by the Executive Leadership Group in January. She advised that the March iteration is currently being finalised. 
I Wells received confirmation in relation to his query on Risk 4887 that the completed action related to a partial aspect of the risk mitigation. 
I Wells queried whether there was an update on Risk 5276 – Laboratory Information Management System (LIMS) and in response; S. Morris advised that this would be captured in the Digital Risk Register item.
Resolution: 
The Committee NOTED the report.
03/23/16
4.2 
Digital Risk Register
A Nelson presented the report that outlined the Digital Risks.
A Nelson advised the Committee that during the course of the last month the majority of the risks had remained unchanged in terms of likelihood and consequence. He highlighted that there had been some movement in relation to Cyber Security risks and these would be discussed in the private session of the Committee.  
S. Morris drew attention to the risk on the LINC Programme and the Board Development Session held in February 2023 where this risk was discussed at length. He advised that the latest iteration of the plan had been received, and that the LINC Board were meeting on 14th March to discuss further.  It was noted that there has been engagement in the creation of various different plans with the critical milestone required for April 2023. He advised that all Chief Executives across Wales were briefed regularly on developments.
S. Morris referred to L. Thomas’ earlier comments about the capacity and resource challenges facing the Digital and Data Function. He advised that significant pressures were being realised in Information Governance compliance rates and expressed concern that to support digital transformation there would be a need for investment in this area. He further expressed concern that short-term contracts were ceasing in 2023 and if they were not able to recruit on a permanent basis then this would further exacerbate the risks in these areas.

Members recognised the risk described and L Thomas referenced the importance of having the right team in place to consider privacy sharing agreements and asked what support Independent Members could offer. 
A Nelson stated that a significant objective would be to achieve data sharing between primary and secondary care, providing greater confidence to GPs, resulting in assurance then feeding into Welsh Government enabling further delivery in this area.   He added that the natural tendency would be to ask Digital Health & Care Wales (DHCW) how this could be achieved but they did not have the same statutory responsibility as Health Boards.  He added that they were not successful in their IMTP bid for funding for this activity.
R. Bleasdale clarified that this has historically been the way that primary care digital systems were sub-contracted, and the service level agreement was with DHCW for managing the primary care systems.
Resolution:
The Committee NOTED the report. 
03/23/17
4.3 
ICO Audit Action Plan Progress Report 
A Nelson presented the report providing an update on the Health Board’s progress in enacting the recommendations made by the Information Commissioner Office (ICO) following the assurance visit in January 2022.
A Nelson advised the Committee that the most significant constraint to improvement remained the staffing capacity in both Information Governance and Cyber Security because of current resource allocation decisions.  He expressed concerns on how these would deteriorate within the next few weeks, as the current resources did not permit the extension of the contractor arrangements for a Head of Information Governance to continue beyond 31st March 2023, nor for the Information Governance Administrator post to be replaced, following the postholder’s acceptance onto a national training programme.

A Nelson advised that a further ICO review was planned for March 2023, and it was possible that due to the ongoing risks and capacity challenges that the outcome of this review could lead to action from the ICO against the Health Board in light of the pace in which it is able to address improvement action. 
L. Thomas in acknowledging the seriousness of the position and risk of non-compliance sought assurance that the Health Board is considering this as a priority.  In response, A Nelson commented that Information Governance is a fundamental enabler to the entire Digital Strategy and that the recent change in ICO Guidance has resulted in fines against public sector organisations. He acknowledged that the level of assurance offered was below what they would wish to provide to the Committee, however, confirmed that a risk based approach was being taken to manage and prioritise workload.  

S. Morris assured the Committee that this was being viewed as a key priority not only in continuing recruitment but also in ensuring the risk was recognised in the IMTP.  

D. Jouvenat recognised the concerning theme around resources and capacity within the function and requested this risk be escalated to the Board. 
J. Sadgrove expressed her agreement with the comments made by D. Jouvenat recognising that this is a very precarious situation and she hoped that the next round of recruitment would yield positive results.  
As a final point D. Jouvenat requested that colleagues refrain on using the term ‘manpower’ in any narrative.
Resolution:
The Committee NOTED the report and considered whether the progress made in delivering the data protection improvement programme and the continuing focus of the Information Governance on cyber security and new data sharing arrangements was appropriate and in line with the Board’s Assurance Framework and the potential outcome of the ICO review in March 2023.
Action: 
To highlight and escalate to the Board the potential risks and consequences of the potential outcome of the March ICO review. 
Action: 
To remove the term ‘manpower’ from any narrative entries.
03/23/18

4.4 Information Governance Group Highlight Report
A Nelson presented the report that provided the Committee with an update on matters relating to the Freedom of Information Act (FOIA), Data Protection Act 2018 and compliance with mandatory training requirements and data breaches. 

D. Jouvenat referred to instances of staff inappropriately accessing records and queried what actions are taken in response. A. Nelson provided assurance that there was a protocol was followed to address incidents with staff, which involved their Line Manager.
J. Sadgrove drew attention to the table on page 5 and the delays in to Subject Access Requests in the Mental Health Function, and queried whether this was because of limited digital systems in this area or related to the nature of the requests. A. Nelson agreed to explore this further outside the meeting in relation to a breach analysis and revert to the Committee.
I Wells referred to section 3 and the staffing issues and requested that this item be escalated to Board within the Committee Highlight Report.
Resolution:
The Committee NOTED the report. 
Action: 

To submit a deep-dive on breach analysis for subject access requests on mental health to the Committee in three months’ time. 

Action: 
Include staffing issues within the escalation section of the Committee Highlight Report to Board. 

5. IMPROVING CARE
03/23/19
5.1 Digital & Data Assurance Report 


K. Winder presented the report providing an update on the 121 projects and work plan delivered by Informatics for 2022-23. 


K. Winder advised that if Members of the Committee would like to visit the new server rooms, P. Chilcott and the team would be happy to arrange this. 

I Wells advised that it was pleasing to see the amount of work being undertaken and suggested increasing awareness of these fantastic intiatives. 

I Wells referred to the staffing issues and queried whether the concerns related to the vacancy scrutiny approval process.  He added that in terms of recruitment, offering employees the oppotunity to undertake qualifications alongside their day job may help staff retention. 

K. Winder advised that they had only been provided with a small amount of funding for this year and S. Morris was working with the scrutiny panel and finance colleagues as appropriate.  She stressed the committment to developing existing employees and that they are exploring incentives to enourage staff, as well as the graduate scheme. 

D. Jouvenat suggested exploring the Apprentiship Programme. 

S. Morris confirmed that they were exploring these possibilities through the degree apprenticeship and the Network 75 Scheme that the University of South Wales provided which would be a successful way of bringing people in at entry level grades, providing them with qualifications and a five-year contract.  He advised that in terms of recruitment, it was right to challenge the process through the TRAC system and recognised that there were delays with the time it takes took to proceed to approval stage. 

S. Morris advised that the Welsh Community Care System (WCCIS) was a challenge and although they had made a decision to implement this for mental health, there was a signifcant resourcing element that needs to be addressed as it could not be absorbed within existing roles. He also referred to the critical care system and the national programme of work and advised that they had a solution in place but there were gaps in the functionality of the newly procured system. He added that the national programme of work was significant. 

J. Sadgrove endorsed S. Morris comments and reminded Members that the Chief Executive had just sent in an Accountable Officer letter to Welsh Government which contained important requests for digital and data. 
Resolution: 

The Committee NOTED the system and infrastructure projects completed this year. NOTED the position as regards capital and revenue funding in relation to the digital and data programme, and NOTED the increase of national systems without local business cases and associated funding.
03/23/20
5.2  Bridgend Alignment Progress Update

K. Winder presented the report that provided the Committee with an update on progress. 


I Wells thanked K. Winder and the team for the amount of work that had been undertaken through existing teams. 
Resolution: 
The Committee NOTED the report and the progress and ongoing discussions with clinical services regarding service redesign

03/23/21
5.2 Infrastructure Review – Management Response 


S. Morris and C. Ball presented the report that provided the Committee with an update on progress against the Infrastructure Review and the Cyber Improvement Plan. 


I Wells thanked S. Morris and C. Ball for the report and commented that the phased aproach was sensible given the current economic climate and with the constraints they currently.  Ian Wells supported this approach.
Resolution: 
The Committee NOTED the report and level of progress made in terms of the Infrastructure Review and Cyber Improvement Plan recommendations and SUPPORTED the approach being proposed to prioritise a unified infrastructure improvement plan for 2023/24. 


The resource requirements for delivering the infrastructure plan in 2023-24 were NOTED and the Committee acknowledged the need for investment which may need to be prioritised against other programmes of work. 

03/23/22
5.4 
Medical Records Assurance Report 

M. Swarfield presented the report that outlined the current progress and issues regarding the Digitisation of Patient Notes Project. 

I Wells thanked M. Swarfield for the report.   He referred to the incorrectly filed patient data in the folder and queried whether digital systems would alleviate this happening.  M. Swarfield confirmed that it would help to mitigate the risk and that they were currently undertaking a deep-dive to identify those errors and issues so they would be correct when they were digitised. 
J Sadgrove suggested that the discussions had identified quality and safety concerns and suggested that the digitisation risk be revisited to ensure these aspects are reflected in terms of consequences of the risk being realised.
Resolution:
The Committee NOTED the report. 

6. SUSTAINING OUR FUTURE 
03/23/23
6.1 Integrated Medium Term Plan (IMTP) 2023-23

S. Morris presented the report that provided the Committee with an update on the development of the Digital and Data elements of the IMTP, noting that the Health Board was focused upon producing an annual plan for 2023-26.

S Morris reflected on the themes discussed in the Committee around resources and reiterated that this has been captured and reflected in the IMTP submission.  

15.20 pm D. Hurford joined the meeting.  

Resolution:
The Committee NOTED the report. 
   
7. OTHER MATTERS
  03/23/23
7.1 Committee Highlight Report to Board

I Wells suggested that this be completed by Corporate Governance Function outside of this meeting and shared with the Executive Lead and himself for agreement prior to its presentation at the next Health Board meeting.
03/23/24 
7.2
Forward Work Plan
The Chair invited members to relay any suggested future topics to himself or to Kathrine Davies, Committee Secretariat.  
  03/23/25
7.3
ANY OTHER BUSINESS 

No further areas of business were identified. 

  03/23/26
7.4
HOW DID WE DO TODAY?
I Wells asked Committee Members and Attendees to provide feedback on the evaluation of the meeting to the Corporate Governance Team or directly to him as Chair of the Committee.

03/23/27
DATE AND TIME OF NEXT MEETING 
 
The next meeting is scheduled for 12 June 2023 at 2:00 pm. 
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