Ref Risk Title Risk Descripti Target Controls in place. Polcies/Pre xpiry date) Gaps in c StrategicActio urin Tmpact Rating ignificant Operational R Action Plan -1 eratio Action Plan -2
(current)

DI Holding information | 1F: The Heath 800 s 1t bl o securly1ld e busnes [ Medica) Records Email use policy (6/20), Cyber security Cyber security: Digital and Ransornars ALtack resulting I loss of crtlcal servces and | Cyber st Data Bratacton Igrovement Flans bing taken Lack of a resilient and performant Digital Network Update November 2022
rely a and patient sensitive information for which it is a data controller Cybe 1G policy (3/23), - Non compliance with policies (internal and external) - Inagrated improvement plan drawing togather: National Cyber Assurance | Data Cites possible extortion R =20 -->1F: The Health Board suffers 8 |forward. - Tmeframe: Quarterly updat Infrastructure and Assets RR= 15 F: The Health B0ard sufers|Mln core swRches replaced ot PCH and new data centre has been
confidential 1 poles eyber secury, backup, Disaster Recovery et ntesecurty poley (3/23), - Technology to resist attacks not always available or purchased &/or we do not always | (NIS-D) fr major ransomware attack. regular local and/or national network issues and/or outages handed over. Log of major incidents discussed at weekly Senior

Then: The Health Board will not be trusted by our patients, |- Improving posture as measured the Cyber Assessment Framework (reduced risk of non |Internet Use policy (3/23), have the resources to use the software we have effectively Cyber ecsantials lmpmvemen( vlan (then Cyber Essentials Pius) NIST Framework adopted by the Health Board to have continuous | critical clinical and business systems or performance issues in Management Team with process fo learning and Improvoment
population, staff and ‘care providing partners' and thus will not | compliance with NIS-D) Being open policy and procedures (1/19), - Software and Servers out of support - no security patches available or servers just not |- 15027001 compliance plan for voice and ct Then: there could be potential data loss and subsequent loss of | improvement approach to applying the NIS-D Cyber Assessment | accessing and using systems. established. Revised procedures introduced for approval of critical
the information required to provide safe, high quality and |- Continued rollout of the patches supplied by third party companies, such as Microsoft, | Business continuity policy (6/19), being patched - Internal Audit Improvement Plans critical services. Framework, understand and mitigating the identified risks. Staff

effective care and to make informed evidenced based decisions. |Citrix, etc. CCTV policy (6/20), - Weaknesses in firewalls. - Mandatory training module introduced for cyber & Implement regular phishing awareneas and traiing Inkethes incresserl & nckin mansgement Than: there coud be a detriment o petien care, neficendies I
~ Creation of NHS Wales Cyber Uit to support NIS_D compliance DPIA procedure (3/20), - Lack of skils and resources & nsuffcent nvestmant nto yber Improvement plan exereie for saff 1o maintan awereness Resulting n: Catastrophic sevice ossto al dinicaland busness | plan maturing e provision and loss in confidence by Health Board staff in the
Resulting in: Poor outcomes for our population, a loss of |- Investment programme in national Software to improve robustness of DHCW provided | Disposal of obsolete ICT equipment (12/19), - Lack of awareness of cyber threats at all levels of the organisatior - Cyber resilience exercises & Incident Management Plan (Major Incident etc) services adversely impacting on population health management, Cechology provided to them leading to them using atternative shrtage of nekork staf s underuny. Devioe eplacament

reputation for our organisation, financial loss through penalties (& tools Electronic data backup policy (9/20: ntornal NHS Wales approach bull on irus, (66, Imited governance arrangements over | - Tmproved threat assosement and organisatien at a national vl (ncluing patiant caro, business contnuty, health and wellbeng of staf Infrastructural architectural changes being put in place. Timeframe -| software and bespoke systems (including paper based systems) to | programme prioritised towards ED departm
potentially ransom and extortion) and a disabling infrastructure |- Capital funding has been made available by WG which will improve UHB's progress in | Photography and Video recordings of patients policy S8, WHSSP, DHCW LA withno akternatves) improved transparency of DHOW's posture 35 3 key provider organisational relationships, substantial financial risk and the UHB's |Quarterly updates carry out their duties which are not integrated. BT remain on track to complete the lower level design which will
on which to deliver our strategic ambitions. In addition as a result|complying with 15027001 and Cyber essentials plus (3/18), Data Protectior - Improvemens nthe documentation of the service catologue tocover disaser other routine and improvement work - culminating in a culture of

0 ICO +/- CRU enforcements our freedom to Act will be | Data Protection Gy incident Response plan (Outstanding) and Major |- Sanifcant competing priorites and Insuffient resource within the 1G and digita teams o] recovery, backup, da sharing for al 3 mistrust of the Health Board and al things digital leading to the | Network Monitoring pilot being initiated as Inital stage of improving | Resulting in: delays in clinical decisions and consequently
dimiished and external scrutiny willincrease. - Adoption and implementation of All Wales 1G and Data protection policies, Incident plan (12/17) enable the organisation to mitigate its data protestion risks mprovements  the management of ebwrked medical devices ikelihood of the opportunities that present from digital management of end points (devices on the network) remtment which oy fect cimea ooteome, rdocea el of
- Continual improvement and progress made in mitigating non delivery of legisation Freedom of Information Policy (9/22) - Information Asset Register, rating data sharing arrangements not complete, with | Data Protection transformation being less likely to be achieved. productivity and thus poorer access to services, staff appetite to

(€LDC, DPA etc) ol phone & media communication devices poliy |10 underying network f ormation asoet owners and sdminatretors - 1G toolkit & response Update November 2022 - Risk realised as an Issue in August | work digitaly and in accordance with the digital standards required | has been completed with WSM (which enables upgrading of wifi
- Mandatory training i Iformation Governance withaudting functionaly (such 25 @/15), -Complance audting ot epioyed o all stems and aimostimpossile o pape record |+ 1C0 mproemen plan 2622 2 the GP Outof hours sotware provide was subjecto. o ealse the ultrateic benefs of an negrated recordand. | phones) i place
NIIAS) built in to monitor complian Personal Data Breach Mgt Procedure (3/20), - No paper record trackin - 1G trainin Ransomware - Adastra system stil not fully restored repository not being realised. Other consequences includs
Yaccessile bt apust data pratection process for new and existing data sharng Security policy (12/21  Sihifcant barmers o Gata sharing - many polficl and economical as opposed to - All Wales collaboration on data sharing / privacy engineering (Associated with Loke of Information iearty and accessiblty a¢ mulke coples of
arrangements (DPIA procedures) Standards of Behaviour polcies (4/22), techmica or leilative NOC/CDR) and the Data promise cinical records.
int data controllership arrangements with DHCW + WASPI ubject Access Procedure (9/22 GDPR/Brexit: UK adequacy of personal data protection considered not robust Information ub security and estate improvemert plan Threat of malware being introduced on to the network from
~Professional (clinical) training and approach to maintain an accurate and timely medical | Transmission of Manual Faxes Protocol (12/19), Physical security measures not fully implemente Medical records estate improvement plan (incorporating electronic unmanaged data, systems and software.
record Records Management Policy (3/16), ~Curation (ordering and management) of the individual patient record is substandard in and scanned record Possible breaches to the GDPR, safeguarding and information
Physical Estate Fire policy (2/21), some areas governance risks. Mistrust by staff of the ICT systems and services
TV o sezes contls an nportant budnge roms ~Physical enviranment for storing medical records s considered to be high risk both in they are using
terms of safety and in regards to ensuring timely availabilty of the case note

Me rnet
—Adnptlen = Namonal potces st \egws\atmn re Medical Devices
- Application of Network security measures and partitioning

IntDig2 | Effective governance, | IF: The Health Board does not have vision for digital services & | Interm Standing Financial Instruments (6/21), ~Organisational operating model Digital and Lack of Effective IG & Cyber security resource RR=15 - IF: | Actioning of Cyber and Data Protection Improvement Plans Workforce Capacity and Capability RR=15 - IF: The Health Virtual training libraries. Cyber awareness and 1G mandatory
leadership and clear strategic and operational programmes in place, with | Organisational CTM UHB strategy and IMTP approved (presently under development) | Scheme of Delegation (4/22), NS Wales governance, data controlership and inge tenancy arrangements increase |- IMTP digalprogramme with associated Target Oparating Model Data Cttee The Health Board is not able to legally share the business and decelerated due to staffing. - Timeframe: Quarterly updates Boord s an meuffcent volume and proporton of Safl who.are | (raming. EStamShment of & mall nomber of cimeas mformatic
accountability effective qoverance strucures, which allow fr effective and | Resourced Strategic Outln Programmes of which digha, Itelgence and prvacy are key |IG poliy (3/23), risk of th data and reduce UHB's ability to |- Project governance standards patient sensitive information for which it s a data controller and | Response to ICO audit recommendations being managed on a skilled in informatics and who are digitally competent to enable our posts

efficient decision making, underpinned by robust accountability ~|facets (Requires refresh: Business continuity policy (6/19), meet servcie need and service change requirements ;Estates complance groups (.9, asbestos, lecrical afety, portatle appliance which it is required to shared for the delivery of care prioritised and smart basis (aligned to other improvement areas) | patients and population to benefit from the opportunities AT and
rocesses and structures and facilitated by a cadre of Collective ownership and awareness of cyber security, IG, Intelligence and Digital at Major Incident Plan (12/17), - Significant gaps in capacity and skills availabilty to fulfil data protection responsibilities | testing group, fire) digital
professional, clinical and or technical leaders who have the |board level, with board level directors post Standards of Behaviour policies (4/22), - Disord between profssionaland exccutive leadershipteams on resaurce alcaton and |- Traning and edcatio tofully opimise the technolagy tht has been Then: There will be a loss of trust and confidence in the Health | Benchmarking with other organisations in Wales undertaken
requisite skils and resources and are enabled to act lear governance structure: Digital and Data Committee (board sub committee - Records Management Policy (3/16), Sewardship of 16 fon ‘Then: The Health Board's ability to deliver its strategy and the
assurance), Digital Delivery Board (Management) , Project protfolio board (programme ook governance sruetures fo some localprogrammes - Updated Change request and SON procedures Procedures and requirement to initate all programmes being quadruple aim in the medium and longer terms will be reduced.
Then: Improving the quality and effectiveness of care and | nitiation) - Weak and disconnected processes for the control of digital projects - Adoption of Technical and Information Data standards (through architectural safe, high quality and effective care and to make informed enhanced to meet legal requirement of privacy by design
improvements in the health and wellbeing of our population | Appropriate programme management (constituted and resourced - with SROs etc) - Lack of skils and resources to deliver programme and attain benefits review board: evidenced based decisions. Resulting in: A decline in our population’s relative health and
through the use of digital tools and ways of working will be | Appropriate comms, engagement, implementation and support tearms across system - Cyber training not mandated - Lack of awareness of cyber threats at all levels - Data Protection and cyber improvement plans incorporating board level Re-allocation of 1 coding staff to 1G function and appointment of wellbeing status and increasing inequity.
unachievable aroups and ILGs (requres development) Intermal NHS Wales approach bulk an trus, (e.g. lmiec governance over and knowledge of data protection requirements and good practice Resulting in: Poor outcomes for our population, a I0ss of agency head of IG for 3 month period made, to sure up IG function.
olicy Control B, WHSSP, DHCW SLAS with no alternatives) - National (HEIW and DHCW) training programmes in digital competency and reputation for our organisation, substantial delays in improving | Recruitment process underway for Head of 1G but band 6 position
Resultin idous cyceof underperformance, oudated | 100 and Dot reporting - Delays in establishing NHS Wales CDO office to advice on technical and information | data literacy for digital and non-digital workers services, inability to collaborate regionally or deliver integrated care |being held back via recruitment process.
ways of working, challenges in recruitment and retention and | Service KPIs, Financial and Procurement reporting, Benefits Monitoring standards, with many services failing to meet standards services.
anticipated benefits failing to be realised Professional / competency register {Not in place} ~Umited pogress n aking forward archiectur review and NOR /COR (exacerbated by
Robust SLAs with Swansea Bay, WHSSP & DHCW vid)
Robust contracts with 3rd parties Hined Engagement i Digta Devery Board (0B) from outide of fiance and dgtal
WAO / Internal Audit Programme ing model devoid of ciinical leads for digital)
WASPI / Information sharing agreements frameworks for NHS Wales data sharing Ciied krowladae of masen exposre tocara e af
Immature governoncs arangemants & dighal capabies i Tegards to 10T and smal
All Wales cloud based intiative
NHS Wales architectural and governance reviews underpinning A Healthier Wales' and Resources allocated to digital programme Insuffcent to delver Infrastructure and
‘Informed Health and Care' services which underpin the organisation’s annual plan (numerous functions: benefits
National assurance and standards setting committees including (WTS8, WISB, WIAB, realisation, engagement, cyber, asset management
SMB, OSSMB)
National Programme Management Committees
IntDig3 | Obtaining information | IF: The Health Board is not able to obtain information fairly and | Obtai formation fairly 1G policy (3/23), Absence of a policy and procedures on a ‘unified communications position for the UHB". | -Electronic patient record programme (incorporating DPN & WCP) Digital and B 2
f ntly efficiently/effectively LD relancn on Indirectconsant Info security policy (3/23), (multi modal channels of care are unmanaged and unamangeable, overwhelming our | Citizen portal programme Data Cttee
G policy and toolkit (GDPR /PERC) use of privacy notices Internet Use policy (3/23), stadd and resulting in vital informaiton being lost or missed. ~Patient and staff digtal inclusion programm
Thens the eined up digtl record whichenables our srtegic | WARSPY / Data sharing arrangemants/ Dok romie Business continuity policy (6/19), - Infrastructure programme (inc :onsmeratmn of BY0D)
ambiton and dighel srategi programmes (ctizen portal, | Research and Develapment egulatons (ncluding ethics committee) CCTV policy (6/20), Obtaining Information Efficiently/Effectively Digital promise & data sharing progra
integrated care record, evidence based decision making) will not DPIA procedure (3/20), ach of maclcal record stl paper base o using process which do not optimise efective |- Codlng raprovernent and &ansionmation pan
e achievable and we will éher remain on 3 paper record, a | Obtaining Information Efficientiy/ Effectively Electronic data backup policy (9/20), Ways of woring enabled by digtal tools - Programme to provide single sign on functionality
disintegrated record, or will not be trusted to hold a record | Digital element of the strategic programme - Culture to digitise the EPR, our Photography and Video recordings of patients policy | Immaturity of the national and local Information for the patient (e.g. citizen portal) &
mmunications, how we do business 3/18), digital inclusion programme
or outcomes for our population, a loss of | Corporate IMTP. Major Incident Plan (12/17), Digital support tools such as e-observation, e-prescribing not available
reputation for our organisation, financial loss through penalties |One CTM - Bridgend / CT aggregation (Digital systems, business logic & data repositories) |Mobile phone & media communication devices policy | UHB's own information not readily avalable - challenges getting full data out of DHCW &
and a disabling infrastructure on which to deliver our strategic | MS Business Platform Transformation Programme (inc Website & Intranet Development) | (4/15), people storing their own data or signing up to have the data stored by a third party in the
‘ambitions Corporate capital and revenue programmes Personal Data Breach Mgt Procedure (3/20), cloud without the UHB having full and timely access
Workforce mobilisation programme Security policy (12/21), Cyber controls enforced prior to alternative enablers being implemented resulting in
Staff and Patient training Standards of Behaviour policies (4/22), professionals not being enabled to deliver value to the population & the organisation
B Inestructrs and Telsoomimunication sategies Subject Access Procedure (9/22), Significant cost pressures anticipated - from both providing the hardware and replacing it
Estates transformati Transmission of Manual Faxes Protocol (12/19), and from license cost inflation / specification changes
Financal trunory insruments Medical Device Mgt Policy (2/23), One CTM - Bridgend / CT aggregation business case not funded
Patient Information Guidelines (3/23), Worktorce mabisaton programme not flly unded o rolld aut
Patient Positive ID policy (1/23), Staff and Patient training sub op
Patient wristbands (3/09), Ropulalon adk digkaly enabled (6.4 not al have access t tols and connectivity o use
Records Management Policy (3/16), UHB's digital offerings)
Accessing inerpreter and translaton services polcy UM Infrastructurs an Telecommurication srateges ot mplemented
21), Estates transformation not yet determine
Fe& rocedure o)
NHS Wales governance, data controllership and single tenancy arrangements increase
risk of UHB complying with data controllership responsibilities and reduce UHB's abilty to
meet servie need and service change requirements
IntDigd | Recording infor 1F: The Health Board is not able to Record record information | Recording Information Accurately: 1G policy (3/23), Recording Information Accurately: ~Electronic patient record programme (incorporating DPN, WCP & e-forms) Digital and 3 4 12 |[Failure to deliver replacement Laboratory Information s the NHS Wales Health Colboraive becomes part of the WS | Acoess to » complate intagrated, and coded madical record. |Update October 2022 - Consisration being given to Cessaton of
accurataly and raiably accurately and reliably Digital element of the strategic programme - Culture to digitse the EPR, our Info security policy (3/23), Signifcant data Gty ssuss persst & e cultural ownership of the problem -1G plan, Data Cttee LINC RR=20 —>IF: LINC Programme fails | Executive it has been agreed that the LINC Programme will move to | RR = 15 IF: The Health Board is not able to record information | creating scanned records for any more new patients enabling
communications, how we do business Being open polcy and procedures (1/19), Backiog of unwritten Discharge Advice Letters extends to 5 months in some specialties |- Improving Data Quality Initiative, to deliver replacement Laboratory Information Management System |Digital Health Care Wales Sccurately and rellay, wih compete and up t date normaten | scaning capacty to be pu towards address backiog of ocive
Then: the data informing the clinical, regional and organisational |National Architecture Review - encompassing (NDR /COR & Sharing arrangements) CCTV policy (6/20) Vast majority of clinical events not coded or conforming to techical and information - Adoption of data level standards based architecture, (LIMS) by summer 2025THEN: CTM would be without a supportet atients who already have a record in the scanning system
decisions we and our partners (including WG) make, will be | Workforce skils & development programme ( TBD) Photography and Video recordings of patients policy |standards - Coding transformation plan, Pathology LIMS system RESULTING IN: Without the implementation Thens the cata nforming the clinical, egional and organisatonal | Development o » Health Board cofing sratedy for tne
inaccurate, out of date or incomplete Coding transformation programme (3/18) Workforce skills & development programme dependent on individuals - Data democratisation and use of the new LIMS system the pathology service may fail to produce decisions we and our partners (including WG) make, will be development of the profession developed and being taken forward,
formation and Technical Standards Medical Device Mgt Policy (2/23), Ongoing use of unstructured paper records and poor record keeping ~NDR, COR and integration programm accurate, timely patient results for diagnosis, monitoring and inaccurate, out of date or incomplete which underpins the coding transformaiton
sulting in:Degradation in our delivery of the quadruple aim | Clinical audit patient postive 1D policy (1/23), ~Updite t0 al Wales amail poliy to extend to Screening of patients which would impact treatment, patient flow - Natural Language Programming (NLP) and data linkage being used
ans strategic abjectives and damage t our reputatinal standing Patient wristbands (3/09), Recording Information Rellably ~NDR, COR and integration programme and waiting times. Resulting in: Degradation in our delivery of the quadruple aim  |to autocode targeted spells, improving levels of coding completion,
our population and parts ecording Information Reliabl agement Policy (3/16), Network & software not configured to support_digital / virtual ways of working and strategic objectives and damage to our reputational standing | based on Snomed-CT identified as increasingly succesful and cost
1S3 myovement programin (AI-Weles) ccasing mterever G warioton services oy | Dighal dpport sentes an rosponse ek msuFRcent 1 ensbing refance on gt with our population and partners. Further we wil be prevented ive
Information and Technical Standards @21, ways of working from driving forward our ambitions to become 2 digital organisation, |- Adoption of data level standards based architecture,
Cyber resilience Financial and workforce resource and competence issues. an exemplar for R&D and Value etc.
B Inestructe and Telsomimunication sategies Covid response has left much to be re-architected and optimised - Opportunity for bi-directional real time integration between
n prograr Continuing and pervasive use of Whats App. primary and secondary care availble bu requies tacticl decison
by UHB Boar
Robust SLAs with Swansea Bay, WHSSP, DHCW. ®hatona!Dota Resource (1DR), lricalData Repostry (COR)
Robust contracts with 3rd parties (e.g. BT for PSBA, Microsoft, CITO and other service & and integration programme
systems providers)
IntDig5 | Using information TF: The Health Board does not, or can no, use information | Using Information Effectively: Email use policy (June-20), Using Information Effectively: “NDR / COR Programme Digital and 3 4 12 |DHCW Interdependencies RR = 15 > IF: The Health Board can | National Data Resource Programme has accelerated plan to open up
effectively and ethically effectively and ethically Data Democratisation Programme 16 policy (3/23), Data bemecratsoion programme o et dfined o progres on dota promise - Electronic patient record programme (incorporating DPN & WCP) Data Cttee not integrate new applications into its digital architecture in a timely |the architecture, with API management procured for all of Wales &
Digtal population stratagy (not vt develaped) Info security policy (3/23), Digital population strategy not yet deve - Data demacratisation (including Business Intelligence development) fashion implementation date set for Jan 23 - will be limited in nature.
hen: we will not drive optimal decision making, we will not | Clinical Data Repository / National Data resource programme & agreed standards Internet Use policy (3/23), Delaysn Clnicnl Deta Repository / Natonal Data resource programme & compliance with | Werkiorcssls and dovelopment (i HEN) Them: there could ben dtrment & ptint care, effcarces in | NatonalFunding eceived fom WG for PAS ngration woek to
Spectup e Em 10 diagnacen,ws il no e S0 1o InovaReor Warkdoree i and Sosclopment pogramime (aUaiey and i of woRTe T | Boing open porey e procedures (1/19), agreed standar - Infrastructure improvement programme careprovision and loss n confidence by Heakth Board stffnthe create a second team supporting data migraton
contribute to research and development initiatives which drive | appropriate digital skills) CCTV policy (6/20), orsdorce sk and development programme stl being developed - Digital population strategy technology provided to them leading to them using alterative Wapmomment process nos ormmancad: cuded whth this s
wider value realisation for the UHB or our community and if we | Infrastructure improvement programme (Capacity, resilience and functionality) DPIA procedure (3/20), Infrastructure improvement programme failing to keep pace with demand Sotware A bespoke ystems (ndudng paper based ysteme) o |a post r PAS integraton eveloper
do not act ethically we will tarnish our brand and that of the NHS |Clinical Informatics Programme Photography and Video recordings of patients policy | Gaps In our knowledge around Medical & other 10T devices carry out their duties which are not integrated and major strategic
rvice Kpls, Financil and Procurement eporting, Benefitsontoring (3/18), National Digital & Intelligence Resource Libraries. priorities for the organisation (e.g. Bridgend aggregation and the
Resultin s support from our population and thus from | Medical Devices Le Mobile phone & media communication devices policy deployment of the new Emergency Department system) not being
ks andother partners e actuneticaly, - |Naton! igtal & oveitgence Resaurce Ubrares 4/15), Using Information Ethical delivered
threatening the sustainability of our efforts and the clinical and | DPLA process Personal Data Breach Mgt Procedure (3/20), Ethical Standards not clear regarding use of private companies who limit access to those Resulting in: delays in clinical decisions and consequently
cost effectiveness of our practices. Standards of Behaviour policies (4/22), who consent to share data treatment which may affect clinical outcomes, reduced levels of
Using Information Ethical Subject Access Procedure (9/22), LS Wals Dota Promise Ritve siow n being progressed and now made mare productivity and thus poorer access to services, staff appetite to
Data rotection lgilaion (GOPR, CLOC, PERC etc) - with complance monitring Medical Device Mgt Policy (2/23), complicated by NHS England initative work digitally and in accordance with the digital standards required
Ethical Standards (SEWREC Patient Information Guidelines (3/23), Limked avalabiy and thus lrica ‘sccess and ownership of cincal and business to realise the full strategic benefits of an integrated record and
dopton and mplamentaton of Al Wales 1G and Data security polcies Records Management Policy (3/16), informatior repasitoy not beng ressed.  Other consequences include
Wales Data Promise (tbd) In service testing of electrical equipment procedure - Loss of information integrity and accessibity as multiple
Medical Devices & Al Legisiation 7/18), copies of clnical records.
Fire policy (2/21), 2. Failure and delay of digital system deployments (e.g. WEDS)
IntDigs | Sharing information | IF: The Health Board does not share information appropriately | Data Protection mail use policy (June-20), Data Protection ~ National data promise Digital and 3 3 S [Imtagrated TT Systems RR=16 —>1f: T Healh board does 1ot |Update Novembar 2022 - Regardng the Bridgend/CT
appropristely and | and lewtuly, Ehereby falng I our duty to appropriately balance |- Adoption and implementation of A Wales G and Data protecion polcies supplemented G oty (2, - Data sharing agreements are not in place for a number of historical data flows, with |- POW/CT PAS aggregation ata Cttee Rave 8 unified sectronic health and care racar and systems which a6gragation: Programme 45 set ut i IMTP prograssing to plan with
isk and benefits by appropriate CTM policies and procedures info security policy (3/23), asset registers not always up to date or incomplete - Local and National NDR COR programme (incorporating data sharing S nkearated atrote the rganiention oo ey 1| pocs ande by WG heng rerited o, Tackealapprosch ' dnts
- Mancstory taiing I Inforrmation Govermancs wih udking inctonalty (sich s Interne Use polcy (3/23). - No national data sharing framework in place to support NOR arrangements) Social care providers sharing with primary care yet to be agreed, and funded, noting NDR,
Then: we will not have the information and knowledge to | NIIAS) built in to monitor complian Asbestos Mt pian (1/22 - WASPI arrangement does ot cover all CTM LAs - Population Health Management Programme rogramme has recently offered a non recurrent financial
Suppert care delvary and popuiation Realth managerent |- Accessibe but robust data protection process for new and existng data sharing Being open policy and procedures (1/19), - No don sharing agreement with GP I place to enabe operational pubichesth and |- WECTS programme development Then: The Health board will be unable to deliver safe, high quality, |contribution . Al Wales API for 5 data systems expected January
arrangements (DPIA procedures) Businoss contindty poley (6/19), managing the population on an integrated care basis clinically and cost effective care to patients 2023 as first step in truly opening up the architecture. UHB has
Resulting in: Poor outcomes for our population, a loss of |- Joint data controllership arrangements with DHCW + WASPI CCTV policy (6/20), o natonal dath sharing framawork I place t support approached DHCW to make a joint appointment to develop and
repuraton fo out organisation, nancia oss throuah penlics |- Data sharing arangements with Local Authorities, GPs an other direct care providers | DPIA frocadure (320), o accert o nevonat ek pos ype arensement s mdependent NS contractor Resulting In: Compromised safety of patients needing treatment | maintain APIs to the Myrddin PAS, which will support the clinical
and a disabling infrastructure on which to deliver our strategic |- DPIA process Dispoalof absoete ICT equipment (12/19), services (e.g. GPs, dentists, optoms) that are reliant on ciinical test results and information bein services in managin patient flows within the UHB,
‘ambitions Electronic data backup policy (9/20), - Challenges with the SBU / CTM data sharing regarding population data available to clinicians to plan and deliver the treatment plan and the
Puic fr handlng prsiaten and setl complants requirement for sub-optimal manual processes

(3/24),
Photsgraphy and Video ecordings of paients pllcy
(3/18

Major Incident Plan (12/17),
Mobe phone & mecia communication devices palicy

Bersomal Data Breach Mgt Procadure (3/20),
Security policy (12/21),
Standande of Banaviout policies 4/2),

Subject Access Procedure (9/22),

Transmission of Manual Faxes Protocol (12/19),
Medical Device Mgt Policy (2/23;

Patient Information Guldelmes (z/za ),

Patient Positive ID policy

Patent wrstbanda (5/08),

Records Management Policy (3/16),

In service testing of electrical equipment procedure




